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""be3onacHblii UaTepHeT"

lMone3Hsill u bezonacHbi
UHMepHem

VBaxaemble pogutesu! Ecmm Bamm gertm mosesyoress WHtepHetom, Bel, 6e3 coMHeHus,
OecrokouTech O TOM, Kak yOepeub MX OT HENpPHUSATHOCTEH, KOTOpble MOTYT TIOJCTEperatb BO
«BCEMHUPHOU NMAayTHUHE». 3HAYUTENIbHOE PACIPOCTPAHEHUE MATEPUAJIOB, IPEJIHA3HAYEHHBIX TOJBKO
IJIs. B3POCJBIX WM HEMpPUEMJIEMBbIX ISl JeTel MO KaKOW-IMOO0 Ipyrod MpUYMHE, MOXET JIeTKO
IIPUBECTHU K HETATUBHBIM TOCJIEACTBUSAM.

B Hacrosiiee BpeMsi cUTyalyst CKJIaAbIBaeTCs TAKMM 00pa3oM, YTO KakJplii peOSHOK, BHIXOSIINI B
WHTEepHeT, MOXET MpOCMaTpuBaTh JIIOOble MaTepuaibl. A 3TO HAacWiIue, MOpHOrpadusi, CTPAHUIIb,
MOATAJIKUBAIOIIHE MOJIOAEKD K CAaMOYOMIICTBaM, aHHOPEKCHH (OTKa3 OT MpUeMa MUIIK), yOuicTBam,
CTpaHMIIbl C HAMOHAIMCTUYECKOW, 3SKCTPEMMCTCKOM M OTKPOBEHHO (PalllMCTCKOM MIEOJIOTMed U
MHoroe apyroe. Yacto ObIBaeT TaK, 4TO MPOCMOTP TaKOW MH(OPMAIMH Jake He 3aBUCUT OT peOeHKa,
Be/lb Ha MHOTMX CalTax OTOOPaXaloTCsl «BCIUIBIBAIOIIME OKHa», COAEpXKallde HEraTUBHYIO s
HECOBEPILEHHOJIETHUX MH(POPMALIHIO, Yallle BCEro NOPHOrpapuueckoro cogepKaHusl.

Kpome TOro, B cetm Hepeako BCTPEYAlOTCS JIOAM, KOTOPBIE MBITAIOTCS ¢ MoMmolibio VHTepHeTa
BCTYNaTh B KOHTAaKT C JIETbMH, TIpEClieAysl OINAacHbIe WJIM TMPOTHBOIIPABHBIC /JIs peOCHKa IEeH.
3JI0yMBIIIJIEHHUKHA KCHOJb3YIOT 3TH KaHaJbl AJl TOro, YTOObl 3aCTaBUTh JEeTed BbIAATh JIMYHYIO
MH(pOpMaIMIO, BOBJEYb HECOBEPIIEHHOJETHUX B COBEpIICHHE aCOLMAJIbHBIX U MPECTYITHBIX
TEVICTBUH.
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M@pbl MpeaOCTOPOKHOCTH UJIN YTO HY)KHO ITOMHUTL POAUTECIIAM

- Ui TOro, 4ToObl MpeAocTepedb peOeHKa OT HeraTMBHOTrO Bo3jedcTBus VIHTepHeTa, 0OBsSCHHUTE
AeTsM NpUHIMI padoThl cetu. Hayuute pedeHka mosib3oBathest morckom B MuTtepHere. [Tokaxure,
KaK WCIIOJIb30BaTh Pa3IMUHbIe MMOMCKOBBIE CHCTEMBI, B TOM YHCJIe JIETCKUE, ISl OCYIIEeCTBICHUS
TIOMCKa MMO3HABATENILHOM 1 pa3BUBAIOIIEH ISl peOeHKa HH(pOpMAIIHH.

- peOeHOK [OJKEeH MOHMMATh W TMOMHHUTH: HaxoxjaeHue B VHTepHeTe BO MHOTOM HArlOMHUHAEeT
npeObiBaHNe B OOIIECTBEHHOM MecTe. OmacHOCTH, MOJCTEperaionye MoIb30BaTeNsi, CXOKH C
PHMCKOM, BO3HHUKAIOIIAM TIPY OOIIEHUY C YyXKUMHU JIIOJpbMU. ECii AeTH JIMYHO He 3HAIT YesiOBeKa, ¢
KOTOPBIM OOIIAIOTCS B CETH, 3TO PABHOCHIILHO OOIIEHHUIO C HE3HAKOMIIEM B PEaIbHOHM JKM3HHU, YTO
3arpereHo.

- OynopTe Bcerja OCBeJOMIIEHBI O TOM, YyeM 3aHumalorcsi Banm netu B Murepuete. [Tonpocure ux
HayuuTh Bac 1mosib30BaThCsl pa3MYHbBIMU MPUTIOKEHUSIMU, KOTOPbIMUA Bbl HE MOJB30BAIMCh paHee.
[Tocemaiite Untepuer BMecte ¢ nerbMu. [loomipsiite nereid pacckaspiBaTh Bam 00 ycrexax u
HeyJavyax B MPOIECCe OCBOCHUSI CETH.

- IOMOTUTE JIETSM TOHSTh, YTO He clefyeT pa3meriaTs B VIHTepHeTe muHyo nH(opMaluo o cede u
CBOEI ceMbe: TIOJIHbIe AHKETHBIE JIaHHBIE (CBOM JIMOO CBOMX HECOBEPIIEHHOJETHUX JIpy3eil), HOMep
MOOMIBHOTO TesiepoHa, TOMAIIHUI aipec, HOMEP IIKOJIBI, MECTO PaOOThl pOJUTENEH, JTI0OYIO IPYTYIO
JMYHYI0 UH(pOPMAIIMIO, a TaKXkKe JeMOHCTpUpoBaTh otorpacduu (cBou u ceMbu). OObSICHUTE, UTO
000 YeTOBEK MOKET 9TO YBUIETh M UCIIOIb30BaTh B CBOMX LIEJISIX, 3a4aCTyI0 TPOTUBOIIPABHBIX U
aMOpPaJIbHBIX.

- ecau Bamn pebGeHOK mosyyaer cnam (HexeslaTesbHYI0 JIEKTPOHHYIO MOYTY), OOBACHUTE, YTO He
HYKHO BEpUTbh HAlIUCAHHOMY B TaKMX MMCbMax U HU B KOEM CJIy4yae He CJIelyeT OTBEYaTh Ha HUX.

- peOeHOK NOJKeH 3HaTh, YTO HENb3sl OTKPLIBATh (Dailyibl, MPHUCIAHHbIE HE3HAKOMBIMHU JIIOJbMHU,
MIOCKOJIKY OHM MOTYT COAEpKaTb BUpPYChl WM (pOTO-, BUAEOMATEpHasbl HENPUCTOMHOIO WU
arpeccuBHOroO cojepxanus. JlaiiTe MOHATh peOEHKY, YTO HEKOTophle Jioau B VHTepHETe MOryT
TOBOPUTH HETPaB.y U ObITh HE TeMH, 3a KOro ceOs1 BbigaioT. Hayunrte pebeHKka mpoBepsTh BCe TO, YTO
OH BUJMT U uuTaetr B IHTEpHeTe.

Pacckaxurte peGeHKy, uTo B VIHTEpHETE BCTPEUaloTCs U «XOPOIINe», M «IIoxue» moau. O0bscHuTe,
MoYeMy He CTOWT JI00aBJIATh «B JPYy3bsi» HE3HAKOMBIX JIIOJIEH — OHM MOTYT OBITh HE TEMH, 32 KOTO
ceOs BoatoT. [Ipexynpenure pebeHka, YTOOB OH HM B KOEM ClIy4yae He COTJIAIIAJICS Ha BCTPEUH C
WuTepHeT-He3HAKOMIIAMU B pEasIbHOM KM3HM, MpexXJe YeM He MOCTaBUT B U3BECTHOCTh Bac wim
OMM3KMX poacTBeHHUKOB. [locoBeTyiiTe eMy oOmarhcsi B IHTepHETE TONBKO € TEMH, C KEM OH JIMYHO
3HAKOM.

- IPEJOCTEPETUTE OT CKAYNBAHUA TUIATHON I/IHq)OpMaI_II/II/I, 0COOEHHO 4epe3 sms. O6I>}ICHI/ITC, noyemMy
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HE CTOUT oOpaIaTh BHUMaHUS Ha sIpKue OaHHEPBI C COOOIEHUSIMUA O BBIUTPBIIIAX WM TPU3aXx.

- IOCTOSIHHO OOIIaiTeCh CO CBOMMU JIETbMH, PACCKA3bIBAWTE U COBETYITE, KaK MPABUJILHO MOCTYIATh
Y pearpoBaTh Ha JeUCTBUS Jpyrux mojeil B IHTepHeTe.

- HayuyWTe JeTell NpaBWIbHO pearupoBaTh, €CJIM WX KTO-TO OOWAea B CETH, WIA OHU
MOJTYYMJIM/HATOJIKHYJIMCh HA arpecCHBHBI KOHTEHT, a TaKXke JIoOyl aMopaibHyl0 WH(pOPMAIHIO.
Pacckaxure, Ky/ia B OJJOOHOM CJTydae OHU MOTYT OOpaTUThCHL.

- ybeauTech, UTO Ha KOMIIbIOTEpPE, KOTOPBIM IMOJIB3YIOTCSA Balm feTu, ycTaHOBJIEHBl U NIPABUJIBHO
HACTPOEHBI Cpe/IcTBa (PUIIbTPALIUH.

Popurenbckuil KOHTpPOIb — 3TO OrpaHMYEHME JOCTyNa AETedl U MOAPOCTKOB K HeXeJaTeIbHbIM
caiitam B MHTepHeTe. PoauTebCKuil KOHTPOJIb MOKET HE TOJBKO OJIOKMPOBAaTh JOCTYN K TaKUM
caiiTaM, HO U OrpaHMYMBATh UCIOJb30BaHUE VIHTepHeTa 1Mo BpPEMEHU CYTOK, JHAM HEIeNd WU
JJIMTENbHOCTH ceaHca. CyIecTByeT MHOKECTBO IPOrpaMM U (PUIBTPOB, CPEAN HUX:

AntuBupyc Kacnepckoro ¢ BO3MOXHOCTSIMUA — poauTeNbckoro KoHtposiss — «Kaspersky Internet
Security»,

nporpamma-puibTp «NetPolice»,
nporpamma-puibtp «MurepHer Llenzop»,
(penepasipHas nporpaMma JeTCKOro UHTEpHeTa «I'orysb».

- IpUy4uTe IIGTGI‘;I, YTO OHM JOJIKHBI IMOCEIATh TOJIBKO TE CaﬁTLI, KOTOpbIC B pa3peuiniv, To
€CTb CO3HafITC IJI1 HUX TaK Ha3bIBA€MBIN «OeJblii» CIIUCOK CAlTOB B I/IHTepHeTC C IIOMOIIBIO CPEACTB
POAUTEILCKOI'O KOHTPOJIA.

- HayuuTe Bamero peOeHKa yBaXEHUIO M  ITUKETy B  MpoIecce  IOJIb30BaHUs
Wurepuerom. Ilompocurte pedeHKa He MPOBOLMPOBATh KOH(IMKTHBIE CUTYallM U OTHOCUTBCS K
APYTYM TIOJIb30BATENSIM TaK K€, Kak OH XOTeJ Obl, 4YTOObI OTHOCHIIUCH K HeMy camomy. OObsicHUTE,
YTO HU TP KakKuUX OOCTOSITEJIbCTBAX HE CTOMT pa3Mellarh MPOBOKAIMOHHBI MaTepvanl U He
pacrpocTpaHATh IO YbeH-TMO0 MpockOe WH(POPMAIMOHHBIE W arpeCCUBHO-HACTPOCHHBIC
cooOienusi. Mugopmarwst, BbUIoKeHHas: B IHTEpHET, IOCTYIIHA BCEM M MOXeET OBITh UCIIOIb30BaHA
B )IIO6I>IX, B TOM 4YMCJIE, MOIIIECHHNUYECKUX LECJIAX.

[TpaBuna 6e30macHOro MHTEpPHETA AJIs1 IeTer

- HUKOMY M HUKOIJa He pasriamai cBou naponud. OHM — TBOU riiaBHBIM cekpet. [Ipugymail cBoi
YHUKQJIbHbIA Napojb, O KOTOPOM HHUKTO HE CMOXeT Jorajatbcsa. He 3amuceiBail maposu Ha
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OyMaxKax, He XpaHH UX B OTKPHITOM JiocTyne. He oTnpas:isii cBou maposu Mo 3JeKTPOHHOM MoYTe.

- IIPY pErUCTpalvy Ha CaliTax ¥ B COUMAJIBHBIX CETSX CTapaicsl He yKa3blBaTh JIMYHYI0 MH(POPMALIO
(cBOM (haMMIIHIIO, UMSI OTYECTBO, HOMEDP TesledOHa, aipec MecTa KUTEJIbCTBA, IKOJIbI, MECTO PadOTHI
poauTeNiel U Jpyroe) — OHa MOXKET ObITh JOCTYITHA BCEM, Ja’Ke TeM, KOTO Thl HE 3HAEIIIb!

- momMHH, 4TO poTorpadus, pazmenieHHas B nurtepHere nocrymnHa ajist mpocMotpa Bcem. Crapaiics
He pa3zmemarh oTo, Ha KOTOPHIX N300paXkeHa TBOSI CEMbsI, IIIKOJIA, JIOM U JIpyrye JINIHbIC JaHHBIE.

- HC BCTpC‘I&fICH C TEMHU, C KEM Thl 3HAKOMUIILCA JIMIIb B I/IHTCpHCTC.

- IIOMHH, YTO MHOT'ME JIIOAHU PACCKA3bIBAIOT O cebe B I/IHTepHeTC HEIlpaBay, B TOM 4YUCJIE CBEACHUA O
BO3pacTe u IOJIOBOM IMPUHAIJICKHOCTH.

- B VIHTepHeTe M COIMaIBHBIX CETSIX CTapaiics OOLIAaThCs TOJIBKO C TEMH, C K€M Thl JITUHO 3HAKOM.
[Mogymaii 1 MOCcOBETY¥CA C POAUTENAMY, NPexkIe 4eM J100aBUTh HE3HAKOMOIO 4YesloBeKa K cede B
CIIMICOK «JIpy3ei».

- HEe WCHOJb3yH BeO-KaMepy IMpu OOIIEHWM C HE3HAKOMBIMH JIIOAbMH, MOMHU O HEOOXOIUMOCTH
COXPaHSATh TUCTAHIMIO C HE3HAKOMIIAMH.

- yBaxall cobecenHukoB B MHrepHere. Hukorja u HU mpu Kakux OOCTOSITENbCTBAX HE yrpoxai
APYyrUM, He pa3Meliai arpecCUBHBIN U TPOBOKAIIMOHHBIN MaTepuat. Byns npyxemobdeH. He rpyom.

- He BCTymail B HE3HAKOMBble COOOIIEeCTBA W HE PaCHpOCTpPaHsSi MO 4Yel-T1mdo Mpockde
uH(pOPMAIMOHHbIE, TPOBOKAIIMOHHbIE M arPEeCCHBHO-HACTPOCHHbBIE MAaTEPHAJIbl M COOOIIIEHHS.

- He BCe, YTO Thl MOXKELIb IIPOYECTh WM YBUIETh B MHTEPHETE — IipaBja. He sieHuch u nepenposepsit
MH(OPMALIMIO B APYIUX MOMCKOBBIX CUCTEMAX UM CIIPOCHU Yy POJAUTENIEH.

- IIOMHH, YTO CYHIECTBYIOT CaﬁTbI, HECNPEAHA3HAYCHHLIC IOJIA neTeﬁ, HE 3axX0aU Ha CalThI «JIA
TeX, KTO crapiie 18 yieT», Ha HelpUIMYHbIe M arpeCCUBHO HACTPOSHHBIE caidThl. Ecim ThI momas Ha
TaKOU CalT MO CChUTKE, 3aKPOU CBOU Opay3ep, UCIOJb3ys KiIaBuiy “ctrl+alt+delete”.

- PacCKaku BCE, YTO Thl YBUJIEJ, BBLyUWJI WJIM y3HAJI HOBOTO B3pOCIOMY. JI0BEpsii CBOUM POAUTENISM,
MIOCKOJIBKY TOJIbKO OHM CMOT'YT IIOMOYb B TPYAHOW CUTYallUH.

- HUKOT'JIa He yKa3bIBall CBOM HOMep TesiepOHA WM IJICKTPOHHBIN apec, He OTIPABIISAH ¢ HETO CMC-
COOOIIIeHNs] HAa He3HaKoMble HoMepa B MHTepHeTe. Ecim TeGe mpuiio cooOieHne ¢ He3HaAKOMOTO

azpeca, €ro JIydlle HE OTKPbIBATb.

- ecnu TeOe MOKas3aloch, YTO TBOM [JpPYy3bsl OTHPABISIOT Tebe «CTPaHHYI» HMH(MOPMALMIO WA

© 2024 Cnencreennoe ynpasinenue CreactBeHHoro komurera Poceniickoit ®epepaniu mo OpeHOyprekoit odmactu

4/6



OdHuManbHLBIH caiiT

ClireJICTBEHHOE yIIpaBJICHHE
Cnencrsennoro komurtera Poccuiickoi Meyepanmm
no Opendyprckoii obnacTu

MPOTrPaMMBbI, TIEPECITPOCH y HUX, OTITPABJISIN JIU OHU TeOe Kakue-moo ¢aiiibl. FIHOrIa MOIIIeHHUKH
MOT'YT JEMCTBOBATh OT UMEHU UYKHUX JIIOJEN, B TOM YUCJIE TBOUX JIPY3€ill U POJCTBEHHUKOB.

- €CJIM Thl XOYelllb KyIuTh B IHTEpHETe KaKylo-JIKM00 yCIIyry Wid Urpy, 0OpaTuch K B3pociomy. OH
MOJICKAXKET Tede, Kak n30exaTh MOIIIEHHUYECTBA.

- He 3arpyxail (paiisibl, IporpaMMbl WA MY3bIKY O€3 COTacusi B3pOC/IBIX — OHU MOTYT COZAEPKaTh
BUPYCHI U IPUYUHSAT Bpejl KOMITBIOTEDY.

Yro nenatb, eclin pe6eHOK BCE€ K€ CTOJIKHYJICA C KaKUMU-JTH00 pUCKaMH

Y craHOBUTE MOJIOKUTEBHBINA SMOIIMOHATBHBIA KOHTAKT ¢ PeOEHKOM, PACIOJIOKHUTE €r0 K Pa3roBOpy
0 TOM, UYTO CJIy4MJIOCh. Pacckaxure, 4To Bb 0OECTIOKOEHBI TeM, YTO C HUM MPOMCXOAUT. PebeHok
JOJDKEH BaM JIOBEpSATh W 3HATh, YTO BBl XOTHTE Pa300paThCsl B CHUTyallud M MOMOYb €My, a He
HaKa3aTh.

[MocrapaiiTech BHUMATeJIbHO BBICIYIIATh paccka3d peOeHKa O IMPOU3OIIeIeM, YTOObl TOHSThH
HACKOJIKO CEPbE3HO CITyYHBIIIEECsI MOTJIO TIOBJIUSAThH HA HETO.

Eciu peOGeHOK paccTpoeH YeM-TO YBHAEHHBIM (HApUMep, KTO-TO B3JOMan ero npoduib B
COLMAJIbHOW CETH) WM MOMNal B HENPUATHYIO CUTyauuio (MOTpaTW Ballld WIM CBOM JEHbIU B
pe3yJibTaTe MHTEPHET-MOIIIEHHUYECTBA M MpoYee) — MOoCcTapanTech ero YCIoKOUTh. BMecte ¢ HUM
pa3depuTech B CUTyalldd: YTO TPHUBEJIO K JAHHOMY pe3yJbTaTy, Kakue HEeBEepHbIe JeHCTBUS
COBEpINWI caM peOeHOK, a IJie Bbl HE paccKa3aid eMy O MpaBuiax Oe3omacHOCcTH B VIHTepHere.
[TpoBeauTe «paboTy Hall OMIUOKAMK» U OOBSICHUTE PeOSHKY, Kak 00€30MacuTh ce0sl OT HeraTUBHBIX
(akropoB MHTepHeTa.

Ecmu curyanus cBsizaHa ¢ HacwiveMm B VHTepHeTe MO OTHOIIEHUI0 K PeOEHKY, TO HEOOXOIUMO
BBISACHUTh HMH(OpMALMI0O 00 arpeccope, BbBISICHUTh HCTOPUI0 B3aMMOOTHOIIEHUN peOeHKa W
arpeccopa, BbISICHUTh CYITIECTBYET JIM JIOTOBOPEHHOCTh O BCTpeue B peaslbHOM KU3HU; Y3HATh ObUIN
JIM TAKWE BCTPEYM M UTO U3BECTHO arpeccopy o pedeHke (peajbHoe UMs, (hamMuinsi, aapec, TenedoH,
HOMEDp IIKOJIBI U TOMY MOJO0OHOE), KECTKO HACTauBalTe Ha M30EraHrM BCTPEeY C HE3HAKOMIIAMH,
0cOoOeHHO Oe3 CBUIeTeNIel, IPOBEPbTE BCE HOBbIE KOHTAKTHI peOeHKa 3a MOCIeHee BpeMsl.

Cobepure Hambosiee TOJMHYIO WH(MOPMAIMIO O TMPOUCIIECTBUM KaK CO CJIOB peOeHKa, Tak U C
MOMOIIIBI0 TEXHUYECKHUX CPEICTB: 3alITe HA CTPAHMUIIBI caiTta, rjae ObUT Balll peOeHOK, TOCMOTPUTE
CIMCOK €ro JApy3e, mpoutute cooOriieHus. [Ipu HeoOXOAUMOCTH CKOIUPYHTE U COXPAHUTE ITY
uHGpOPMAIMI0O — B JajbHEWIEM 3TO MOXET BaM MPUTOAUTHCSA (HAmpuMmep, JUlst oOpalleHus B
IIPaBOOXPAHUTEJIBHBIE OPTaHbI).

Ecimm BH He YBEPEHBI B OLCHKE CEPLE3HOCTH IIPOU3OMICAIICIO C BalllUM p€66HKOM, HnJIn OH
HEJOCTATOYHO OTKPOBEHCH (He roToB UATH HA KOHTaKT), WJIK Bbl HC 3HACTE KAK IOCTYIIUTDL B HaHHOﬁ
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CUTyaI1 — 0OpaTUTECh K CrieruanucTam (TenedoH 1oBepusi, ropsiuas JMHUs U apyroe). Bam paayt
PEKOMEH/IallMK O TOM, KyZJa ¥ B Kakoi hopMe 0OpaTUThCS, €Clii TpeOyeTcst BMEIaTesIbCTBO JIPYTHX
CIIyk0 ¥ OpraHu3aluii, B TOM YKCiIe IPABOOX PAHUTEIbHBIX OPraHOB.

03 Hosiops 2017

Aodpec cmpanuypi: https://oren.sledcom.ru/news/item/1177103/folder/1048783
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