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CaencrBeHHBbIM ynpaBJjeHuneM pa3paodorana Ilamarka nius
poauTeJieil u neten «be3onacHbI HHTEPHET»

lMone3Hsill u bezonacHei
UHmMepHem

VBaxaemsie poautenu! Eciu Bamu netu nons3yiorcst MHTepHeToM, Bol, 6e3 comHeHus,
OECIOKOUTECh O TOM, KaK yoepeub UX OT HEMPHUSATHOCTEH, KOTOPBIE MOTYT TOACTEperaTh BO
«BCEMUPHOM MayTUHE». 3HAYUTEbHOE PACIPOCTPAaHEHNE MATEPUAJIOB, MPEAHA3HAYEHHBIX TOJIbKO
TSI B3POCIIBIX WJIM HEMPUEMJIEMBIX TSI IeTeH TI0 KaKOK-TMOO0 JIpyrod MpruYruHe, MOXKET JIETKO
HpI/IBeCTI/I K HEraTUBHBIM ITOCJICACTBUAM.

B HacTosimee BpeMsi cUTyalysi CKJIabIBa€TCsl TAKUM 00pa3oM, UTO Kaxblii peOEeHOK,
BBIXOAAIMIA B VIHTEpHET, MOKET ITPOCMaTpUBaTh JII0Oble MaTepuasibl. A 3TO HacHIINe, MOpHOTrpadus,
CTpaHUIIbl, TOATAIKUBAIOLINE MOJIOJIEKb K CAMOYOMIICTBaM, aHHOPEKCUM (OTKAa3 OT MpUeMa MUILIH),
yOuiicTBaM, CTPaHUIIbl C HAMOHAIMCTUYECKOM, SKCTPEMUCTCKON U OTKPOBEHHO (PaIMCTCKON
U/Ie0JIorueit u MHoroe pyroe. Yacto ObIBaeT Tak, 4YTO MPOCMOTP TaKOW MH(OPMALIUK Jake He
3aBUCHUT OT peOeHKa, Belb HA MHOTHX CaliTaX OTOOPaKaloTCsl «BCIUIBIBAIOIINE OKHA», COJIepKaIlie
HETaTUBHYIO /J151 HECOBEPILEHHOJIETHUX UH(OPMAIIMIO, Yallle BCEro MOPHOrpapruuecKkoro
CofiepKaHusl.

Kpowme Toro, B ceTu HepeIKO BCTPEYaoTCs JIOAU, KOTOPbIE IBITAIOTCS ¢ IOMOLIBI0 IHTepHETa
BCTYINAaTh B KOHTAaKT C I€TbMHU, [IPEC/IEAys ONAaCHbIE WM MPOTUBOIPABHbIE AJIs1 peOeHKa 1IeIH.
370yMBIIIEHHUKH UCHOIB3YIOT 3TH KAHAJBI ISl TOTO, YTOOBI 32CTaBUTH JIETEH BBIIATh JIMYHYIO
MH(pOPMALIMIO, BOBJIEYb HECOBEPILIEHHOJIETHUX B COBEPILEHNE ACOUUAIIBHBIX U MTPECTYITHBIX
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IENCTBUM.
Mepbl peJOCTOPOKHOCTU WM YTO HYKHO MOMHUTb POJUTEIISIM

- JUISl TOTO, YTOOBI IPeJoCcTepedb peOeHKa OT HEraTUBHOTO Bo3/ieicTBrs VIHTepHeTa, 0ObsCHUTE
AeTsM MpUHIUN padoThl cetu. HayunTe peGeHka mosb3oBaThest mouckoM B MHTepHete. [Tokaxkure,
KaK MCIIOJIb30BaTh Pa3IMYHbIe MOUCKOBBIE CUCTEMBI, B TOM YKCJIe JeTCKUE, 111 OCYIIeCTBICHUS
TIOMCKa MMO3HABATEJILHOM 1 pa3BUBAIOIIEH sl peOeHKa HH(pOpMAIIHK.

- peOeHOK J10JKeH IOHUMATh U IIOMHUTh: HaxoxJeHue B IHTepHeTe BO MHOTOM HarlOMUHAeT
npeObIBaHKe B 00IIeCTBEHHOM MecTe. OMacHOCTH, MOICTEPEraolue MoJib30BaTesl, CXOKH C
PUCKOM, BO3HUKAIOUIVM IIPU OOLIEHUH C Uy KUMHU JTI0/1bMU. EC/v 1eTH TUYHO He 3HAIOT YesloBeKa, ¢
KOTOPBIM OOIIAIOTCS B CETHU, 3TO PABHOCHIILHO OOINEHHUIO C HE3HAKOMIIEM B peaslbHOM KU3HU, YTO
3arpereHo.

- OyabTe Bcerja OCBEIOMIIEHBI O TOM, 4eM 3aHumaioTcst Bamm netu B atepHere. [lonpocure nx
Hay4uTh Bac 1moyib30BaThCsl pa3auYHbIMU MPUIOKEHUSIMHU, KOTOPHIMU BBl HE MOJIb30BAIUCH PaHee.
[Tocemaiite MutepueT BMecte ¢ aetbmu. [loommpsiite neteii pacckasbiBath Bam 00 ycnexax u
HeyJavyax B MPOIECCe OCBOCHUSI CETH.

- IOMOTUTE JIETSM MOHSATh, YTO HE CJeyeT pa3MeniaTh B VIHTepHeTe JimuHyio nHhopMaiuio o cede 1
CBOEH ceMbe: MOJIHbIE aHKETHBIE JaHHBIE (CBOM JIMOO CBOMX HECOBEPILIEHHOJETHUX JpYy3€eil), HoMep
MOOHMJIBHOTO TeJiepoHa, JOMAITHUIA aJpec, HOMEP IIKOJIbI, MECTO pabOThl pOJUTENEH, OOYI0 PYTryio
JIMYHYI0 UH(pOpMAIIHIO, a TaKKe AeMOHCTpUpoBath potorpacuu (cBou u cembu). OObSCHUTE, UTO
000 YeJTOBEK MOXKET 3TO YBUAETh U MCIOJIb30BaTh B CBOMX LIENSIX, 3a4acTyI0 IPOTUBOIIPABHBIX U
aMOpPaJIbHBIX.

- ecyi Barn peGeHOK nosrydaeT crnam (HexenaTeIbHyIo JIeKTPOHHYIO 110UTY), OObSICHUTE, U4TO HEe
HYKHO BEpUTbh HAlIUCAHHOMY B TaKMX MMCbMax U HU B KOEM CJIy4yae He CJIelyeT OTBEYaTh Ha HUX.

- peOEHOK [IOJIKeH 3HaTh, YTO HeJIb3s1 OTKPHIBATH (hailyibl, MPUCIaHHbIE HE3HAKOMBIMU JIIOAbMHU,
IIOCKOJIbKY OHU MOTYT COIEPKATh BUPYCHl WX (POTO-, BUIEOMATEPUAIIbl HEIPUCTOMHOTO UJIH
arpeccuBHOrO coziepxkanusl. Jlaiite moHATh peOeHKY, YTO HEKOTOphIe Jiloau B IHTepHEeTe MOryT
rOBOPUTH HENpaB/y U ObITh HE TEMH, 32 KOro ceOs BuiiaoT. Hayunrte pebeHka npoBepsiTh BCe TO, YTO
OH BUJUT U ynTaeT B MIHTepHeTe.

Pacckaxurte peOGeHKyY, uto B IHTepHETE BCTPEYAIOTCS M «XOPOIIIHE», U «IUI0XKe» JToau. OObsacHHTE,
MOYeMy He CTOMT JJ0O0ABJIATh «B IPYy3bsh» HE3HAKOMBIX JIOJEH — OHM MOTYT ObITh HE TEMH, 32 KOT'O
ce6s BoimatoT. [Ipenynpenute pebeHKa, 9ToOOB OH HA B KOEM CJIydae He COTJIAIalICs Ha BCTPEUU C
WHTepHeT-HE3HAKOMIIAMH B PealbHOM XKU3HH, TPEkK/IEC YeM He MOCTaBUT B M3BECTHOCTh Bac mim
OMM3KUX PoJCTBeHHUKOB. [TocoBeTyiiTe emy 001IaThcsi B VIHTEpHETE TOIBKO ¢ TEMH, C KEM OH JIMYHO
3HAKOM.
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- IPEeAOCTEPEruTe OT CKAUMBAHUS TUIATHOW MH(pOpMaIM, 0cOOeHHO Yepe3 sms. OObsICHUTE, IToUYeMy
HE CTOUT OOpaIaTh BHUMaHHS Ha sIpKMe OaHHEPBI C COOOIIEHUSIMU O BBIMTPBIIIAX WA TIPH3aXx.

- IOCTOSIHHO O0LIATECh CO CBOUMU JIETbMH, PACCKa3bIBaTE U COBETYNTE, KaK IPABUIBHO MOCTYIATh
Y pearvpoBarTh Ha JIEUCTBUS Ipyrux jojaer B iHTepHere.

- HAy4uTe JAeTei MPaBUIbHO pearupoBaTh, €CJIM UX KTO-TO OOUIEN B CETH, WM OHU
MOJTyYHMJTH/HATOJIKHYJICh Ha arpecCUBHBINA KOHTEHT, a TaKXke JIOYI0 aMOpaIbHYI0 HH(MOPMAIIHIO.
Pacckakute, Kyza B MOJOOHOM CiIydae OHU MOTYT OOpaTUThCA.

- yOeauTech, 4To Ha KOMIBIOTEPE, KOTOPBIM MOJIb3YI0TCs Bam nety, ycTaHOBJIEHBI U PaBUIIBHO
HACTPOEHBI cpelCcTBA (PUIIbTPALIUK.

Popurenbckuil KOHTPOJIb — 3TO OTPaHUYEHUE IOCTYIIA IETEU U MOAPOCTKOB K HEXEIATEIbHBIM
caiitam B MlHTepHEeTe. PoauTeIbCK1ii KOHTPOJIb MOKET HE TOJBKO OJOKMPOBATH JAOCTYI K TAKUM
caiTtaM, HO M OTPaHNYMBATh MCIIOJIb30BaHUe VIHTepHETa 0 BPEMEHU CYTOK, JHAM HEAEIU UIN
AJMTeNIbHOCTU ceaHca. CyIecTByeT MHOKECTBO IPOrpamMM U (PUIIBTPOB, CPEU HUX:

AnTtuupyc Kacnepckoro ¢ BO3MOXHOCTSIMA POAUTENTHCKOro KOHTpouisi — «Kaspersky Internet
Security»,

nporpamMma-puibTp «NetPolice»,
nporpamma-puibTp «MuaTepHer LleHzop»,
(penepasipHas mporpaMma JeTCKOro MHTEpHeTa «I'orysb».

- IPUYYMTE JeTel, YTO OHU JIOJUKHBI ITOCEIATh TOJIBKO TE CailThl, KOTOpble Bl pasperiu, To
€CTh CO3/IaliTe /ISl HUX TaK Ha3bIBAEMBbIid «OelIblil» CITUCOK CalTOB B VIHTEpHETE C MOMOIIIBIO CPE/ICTB
POAUTETBCKOTO KOHTPOJIA.

- HAy4YHTe Ballero pedeHKa yBaXKeHUIO M STUKETY B IPOIIECce MOJIb30BaHUS

Wurepuerom. Ilonpocute pebeHKa He MPOBOLMPOBATh KOH(IMKTHBIE CUTYAIIUH U OTHOCUTBCS K
APYTUM T0JIb30BATEIISIM TaK K€, KaK OH XOTeJ Obl, YTOObI OTHOCHIICH K HEMY camoMy. OObsicHUTE,
YTO HU MPH KAKUX OOCTOSTEIHCTBAX HE CTOUT pa3Melarh MPOBOKAIIMOHHBIN MaTepHras U He
pacnpocTpaHATh O Ybei-TM00 MpochOe NH(POPMAIIMOHHBIE U arPeCCUBHO-HACTPOEHHbIE
cooOmmenusi. Tugopmanus, BbutokeHHasi B IHTEpHET, JOCTYIHA BCEM U MOXKET OBITh HCIOJIb30BaHa
B JIIOOBIX, B TOM YHCJIEe, MOIIEHHUYECKHUX LIEISIX.

HpaBI/ma 0e30MacHOro HWHTEPHETA [JIA I[CTCfI

- HUKOMY M HMKOTJa He pasrianiai cBou napoau. OHu — TBOM IJ1aBHBIM cekpet. [Ipunymaii cBon
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YHUKAJIbHBIY TIAPOJIb, O KOTOPOM HUKTO HE CMOXKET Aorajaarscs. He 3anuceiBail napoiy Ha
OyMaxKax, He XpaHHU UX B OTKpbITOM jiocTyne. He oTnpasiisii cBou mapoiu Mo 3JeKTPOHHOM MoYTe.

- IPY PETUCTpAIMU Ha CAaliTaX U B COLMAIBHBIX CETSX CTApaicsl HE YKa3bIBaTh JIMYHYI0 MH(OPMALUIO
(cBOM (haMUIIHIIO, UMSI OTYECTBO, HOMep TesiehOHa, aIpeC MECTa KUTEILCTBA, IIIKOJIBI, MECTO PadOTHI
poauTenen U Ipyroe) — OHa MOKET ObITh JAOCTYIHA BCEM, AaKe TEM, KOro Thl HE 3HAEIIIb !

- IOMHH, 4TO (poTorpacdusi, pazMelieHHas B VIHTepHeTe gocTynHa ajs npocMorpa BceM. Crapaiics
He pa3menarh (boTo, Ha KOTOPIX N300pakeHa TBOSI CEMbsI, IIIKOJIA, IOM U IpyrHe JINYHbIE JaHHBIE.

- HE BCTpC‘{af/iCH C TEMHU, C KEM Tbl 3BHAKOMUIILCA JIMIIIb B I/IHTepHeTe.

- IOMHH, YTO MHOT'UEC JIIOJU PACCKA3bIBAIOT O cebe B I/IHTepHeTC HEIpaBay, B TOM 4YMCJIE CBEACHUA O
BO3pacTe u IOJIOBOH IMPUHAJICKHOCTH.

- B /IHTEepHeTe 1 COLMAIBHBIX CETSAX CTapaics OOMATHCS TOJIBKO C TEMH, C KEM Thl IUYHO 3HAKOM.
[Momymaii 1 OCOBETYHCSA ¢ POAUTEIISAMH, IIPEsk/e YeM J0OaBUTh HE3HAKOMOT'O YesloBeKa K ceOe B
CIIMCOK «JIpy3ei».

- HC HCHOHLSYfI Be6—KaMepy npu 06IJ_ICHI/II/I C HE3BHAKOMBIMU JIIOAbMH, IIOMHHU O HCO6XOI{I/IMOCTI/I
COXpaHATb JUCTAHIUIO C HEBHAKOMIIAMMU.

- yBaxai cobeceqHnkoB B IHTepHeTe. HUKorma v H1 pu Kakux 0OCTOSITENLCTBAX HE yrpokKan
APYrUM, HE pa3Mellail arpecCUBHbBIN M IPOBOKALIMOHHBIN MaTtepuai. Byap npyxemoden. He rpyou.

- HE BCTyMaii B HE3HAKOMBbIE COOOIIECTBA U HE paCIPOCTPAHSIH 10 Yel-TMO0 Mpockde
MH(pOPMAIIMOHHbBIE, TIPOBOKAIIMOHHBIE U arpeCCUBHO-HACTPOEHHbIE MATEPUAIIBI M COOOIIIEHHUS.

- He BCe, YTO Thl MOKEIlIb IIPOYECTb WM YBUAETh B UHTEPHETE — npaBaa. He yieHuch u nepenposepsii
MH(OPMALIMIO B APYTUX MOMCKOBBIX CUCTEMAX WJIM CIIPOCH Yy POAUTENIEH.

- IOMHH, YTO CYIIECTBYIOT CalThl, HeTIpeJHa3HAUCHHbIE AJIs IeTel, He 3aX0J1 Ha CAlThl «1J1s
TeX, KTO cTapiue 18 jer», Ha HepUIMYHbIE M arPECCMBHO HACTPOEHHBIE caiiThl. Eciiu ThI onan Ha
TaKOW CaWT MO CChUIKE, 3aKPOW CBOH Opay3ep, UCTIONb3Ysl KiIaBuIK “ctrl+alt+delete”.

- paccKaku BCe, UTO Thl YBUAEJ, BbIyUNJI WM y3HAJI HOBOTO B3pOCiioMy. JloBEPSAN CBOMM POIUTEISAM,
MIOCKOJIbKY TOJIBKO OHM CMOT'YT IOMOYb B TPYJHOW CUTYalLlUH.

- HUKOI'Ja He YKa3bIBaill CBOM HOMep TeJie(poHa UM JIEKTPOHHBIN aJipec, He OTIIPABJISH C HETO CMC-
coo0I1eHHs Ha He3HaKoMble Homepa B MHTepHete. Ecim Tebe npuiio coodieHre ¢ He3HaKoMOro
ajipeca, ero Jiy4uie He OTKpPbIBATh.
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- ecyii Tebe TOKa3aI0Ch, YTO TBOM JPY3bsi OTIIPABIISIOT TeOe «CTPaHHYI0» MH(POPMALIUIO W
IIPOrpaMMBbl, EPECIIPOCH Y HUX, OTHPABJISIIN JIM OHU TeOe Kakue-1uoo (aitbl. IHOrAa MOIeHHUKH
MOTYT JI€ICTBOBaTh OT UMEHU UYKHUX JIOAEH, B TOM YKCIJIE TBOUX APY3€il U POACTBEHHUKOB.

- €CJIU THI XOYelllb KynuTh B IHTEpHETE KaKyo-I1u00 YCIyry Win Urpy, oOpaTuch K B3pociomy. OH
MOZICKaXeT Tede, Kak n30exkaTh MOIIEHHINYECTBA.

- He 3arpyskail (aiisibl, MpOrpaMmbl WIIK MY3bIKY 0€3 COrIacusi B3pOCIIbIX — OHU MOTYT COJepKaTh
BUPYCHI U IPUYUHAT BpeJl KOMIIBIOTEDY.

UYro senath, ecii peOEHOK BCE e CTOJKHYJICS ¢ KAKUMU-JIMOO PUCKAMU

Y craHOBUTE MOJIOKUTETLHBINA SMOIMOHATBHBIA KOHTAKT C peOSHKOM, PACIIONIOKHUTE €ro K pasroBopy
0 TOM, YTO CIIy4MJIOCh. PacckakuTe, 4To Bbl 0OECIIOKOCHBI TEM, YTO C HUM IPOUCXOIUT. PeGeHOK
HOOJIZKEH BaM JOBEPATH U 3HATH, YTO Bbl XOTHUTE pa3o6paTLc;1 B CUTyallUu U IIOMOYb €MY, 4 HE
HaKa3aTb.

HOCTapaﬁTCCL BHUMATEJIbHO BBICTTYIIATh pacCKa3 pe6eHKa O IPOU3O0LICAIIEM, YTOOBI IIOHATH
HACKOJIbKO CEPLE3HO CIIYUMBUICECS MOIJIO ITOBJIMATL HAa HETO.

Ecnu peGeHOK paccTpoeH 4eM-TO YBUICHHBIM (HarpuMep, KTO-TO B3JI0MaJl ero Mpoguib B
COLIMAJIBHOW CETH) WJIH 0Tl B HEMIPUATHYIO CUTYalMIO (OTPaTWII Ballli UM CBOU JIEHbIU B
pe3yJIbTaTe HHTEPHET-MOLIEHHUYECTBA U [TPOYee) — OCTAPAUTECh €T0 YCIIOKOUTh. BmecTe ¢ HUM
pa30epHTech B CUTYallMH: YTO IPUBEJNIO K JAHHOMY Pe3yJIbTaTy, KaKre HeBepHbIE IeHCTBUS
COBEpILWI caM peOEHOK, a I7ie BBl He paccKas3aiyd eMy o IpaBujax OezonacHocTu B VIHTepHeTe.
[TpoBeauTe «paboTy HaJ OUIMOKAMU» M OObSCHUTE PeOEHKY, KaK 00e30MacuTh ceOsl OT HeraTUBHBIX
(paxTopoB NHTEpHETA.

Ecnu cutyanms cBsizaHa ¢ HacuiveM B VIHTepHETe 1o OTHOIIEHHIO K peOeHKY, TO HEOOXOAUMO
BBISICHUTh MH(OPMALIMIO 00 arpeccope, BBISICHUTh HCTOPHIO B3aMMOOTHOIIICHUI peOeHKa 1
arpeccopa, BbISICHUTD CYILIECTBYET JI JOTOBOPEHHOCTh O BCTpeYe B PeasIbHOM KU3HU; Y3HATH ObUIN
JIM TaKWe BCTPEUM U YTO M3BECTHO arpeccopy o pebeHke (peajbHOe uMsl, hamMuims, aapec, TeaedoH,
HOMED IIKOJIBI ¥ TOMY NOA0OHOE), )KECTKO HaCTauBaiTe Ha N30EraHiK BCTpeU C HE3HAKOMIIAMH,
0cOo0eHHO 0e3 cBU/IeTEeIe!, POBEPbTE BCE HOBbIE KOHTAKTHI peOeHKa 3a MOC/IeAHEe BpeMsl.

CobGepure HanboJIee TIOJTHYI0 MH(GOPMALHMIO O MTPOUCIIECTBUH KaK CO CJIOB peOeHKa, TaK M C
MOMOIIBIO TEXHMUECKUX CPEJCTB: 3aiJUTe HA CTPAHUIIBI CaiiTa, Ijie ObUT Balll peOEHOK, MOCMOTPUTE
CIIMCOK €ro Jpy3el, mpouTuTe coodieHus. [1pu HeoOX0AMMOCTH CKOTIMPYHTE M COXPAHUTE ITY
MH(OPMAIIMIO — B AJIbHEHIIIEM 9TO MOKET BaM MPUTOAUTHCS (Hanpumep, [isi oOparieHus B
MIPAaBOOXPAHUTENIbHBIE OPTaHBbI).

Ecnu BbI He YBEPEHBI B OHEHKE CEPLE3HOCTU ITPOU30OIIEANIECTIO C BaAlllUM pC6CHKOM, WM OH
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HEOOCTATOYHO OTKPOBCHCH (H€ IroTOB UATU Ha KOHTaKT), HJIX BBl HC 3HACTE KaK IIOCTYIIUThL B HaHHOﬁ
CUTyaIl1 — OOpaTHTECh K CrielraIncTaM (TesiepoH JoBepusl, Topstyast JIMHUS U Jipyroe). Bam nanyTt
PEKOMEHJIAIUY O TOM, KyJia U B Kakoi (popme oOpaTUThCS, ec TpeOyeTcsl BMeIaTeIbCTBO JPYTruX
CJIyKO M OpraHU3alvii, B TOM YKCJIe IPABOOX PAHUTEIbHBIX OPraHOB.

24 Cenmsops 2015

Aodpec cmpanuypr: https://oren.sledcom.ru/news/item/970306
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