Odunmanpueiit caiit

CieacTBEHHOE YIIpaB/IeHUE
Cnencrsennoro komurera Poccuiickon @ejepanyu
no Opendyprckoit obnactu

be3onacubiii UHTEepHET

Ecmu Bamm netu nonb3ytorest UHTepHeToM, Bhi, 6e3 coMHeHusl, OeCITIOKOUTECHh O TOM, Kak yoepedb
UX OT HENPUATHOCTEH, KOTOPbIE MOTYT MOJICTEPEraTh BO «BCEMUPHOM MayTUHE». 3HAYUTEIILHOE
pacnpocTpaHeHHe MaTeprasioB B ceTr VIHTEpHET, NpeIHa3HAUYEHHBIX TOJIBKO TSI B3POCIBIX MK
HernpreMJIeMBbIX JIJISI JIETeH 10 KaKOW-JIMOO0 APYroi MPUIMHE, MOKET JIETKO MPUBECTH K HETaTUBHBIM
[TOCJIECTBHSM.

B Hacrosiiee Bpems cutyanust CKJIaJpIBae€TCsl TAKAM 00pa3oM, UTO KaKIblid peOEHOK, BBIXOISAIINN B
WuTepHeT, MOKeT MPOCMaTpHUBATh JIIOObIE MaTEPUASIbl. A 9TO HACWIIKE, MOPHOTpadusl, CTPAHHULIB,
MOATAIKHUBAIOIIFE MOJIO/IEKb K CaMOyOMIICTBAM, aHHOPEKCHH (OTKa3 OT MpHUeMa IMUINK), yOUrcTBaMm,
CTpaHMIIbI C HAIMOHATUCTUYECKOU, SKCTPEMHUCTCKON 1 OTKPOBEHHO (DALTMCTCKOUN UAEOIOTUEN U
MHoOroe apyroe. Yacro ObIBaeT Tak, 4To MPOCMOTP TaKOW MH(POPMAITIH JaXxe He 3aBUCHT OT peOeHKa,
BeJIb Ha MHOTHX CaliTax OTOOPaXalTCs «BCILIBIBAIOIINE OKHA», COJEPXKAIIME HETaTUBHYIO TSI
HECOBEPILIEHHOIETHUX UH(POPMALIHIO, Yallle BCEro MOPHOrpapruueckoro coaepkaHusl.
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Kpome Toro, B cetu HepeIKo BCTPEYaloTCs JII0/IU, KOTOPbIE MBITAIOTCS ¢ oMoIIbio IHTepHeTa
BCTYNATh B KOHTAKT C I€TbMU, IIPECiieys ONacHble WA MPOTUBOIPABHBIE /17151 peOeHKa 1IeJIH.
3JI0yMBIIIJICHHUKH UCTIONB3YIOT 3TU KaHAJIBI JIJISI TOTO, YTOOBI 3aCTaBUTh AETE BBIIATH JTMUHYIO
MH(POPMALIMIO, BOBJIEYb HECOBEPILIEHHOJIETHUX B COBEPILIEHUE ACOUAIIBHBIX U MPECTYITHBIX
IENCTBUM.

M@pbl MpeaOCTOPOKHOCTH UJIN YTO HY)KHO ITOMHUTL POOUTECIIAM

- JUISl TOTO, YTOOBI TIPeJoCcTepedb peOeHKa OT HEraTUBHOTO BO3/ieicTBrs VIHTepHeTa, 00bsACHUTE
AeTsM MpUHIMT padoThl cetu. Hayunte pebeHka mosib3oBathest mouckom B MHTepHete. [Tokaxwure,
KaK MCIIOJIb30BaTh Pa3IMuHbIe TOUCKOBBIE CHCTEMBI, B TOM YHCJIe JeTCKUE, 111 OCYIIeCTBICHUS
TIOMCKa MMO3HABATEJILHOM 1 pa3BUBAIOIIEH sl peOeHKa nH(pOpMAIIHK.

- peOeHOK J10JKeH OHUMATh U IIOMHUTh: HaxoxJeHue B IHTepHeTe BO MHOTOM HarlOMUHAeT
npeObIBaHKe B 00IIeCTBEHHOM MecTe. OMacHOCTH, MOAICTEPEralolue MoJib30BaTessl, CXOKH C
PUCKOM, BO3HUKAIOUIVM IIPU OOLIEHUH C Yy KUMHU JTI0/IbMU. EC/v 1eTH TUYHO He 3HAIOT YesloBeKa, C
KOTOPBIM OOIIAIOTCS B CETH, 3TO PABHOCHIILHO OOINEHHUIO C HE3HAKOMIIEM B peaslbHOM KU3HU, YTO
3arpereHo.

- OyabTe Bcerjia OCBEIOMJIEHBI O TOM, 4eM 3aHumaiotcs Bamm netu B atepHere. [lonpocure nx
Hay4uTh Bac 1moyib30BaThCsl pa3auYHbIMU MPUIOKEHUSAMU, KOTOPHIMU BBl HE MOJIb30BAIUCH PaHEee.
[Tocemaiite MutepueT BMecte ¢ aetbmu. [loompsiite neteii pacckasbiBath Bam 00 ycnexax u
HeyJavyax B MPOIECCe OCBOCHUSI CETH.

- IOMOTUTE JIeTSIM MOHSATh, YTO HE CJeyeT pa3MeniaTh B VIHTepHeTe JimuHyio nHhOopMaIuio o cede 1
CBOEH ceMbe: MOJIHbIE aHKETHBIE JaHHBIE (CBOM JIMOO CBOMX HECOBEPILIEHHOJIETHUX JpYy3€eii), HoMep
MOOHMIIBHOTO TeJiepoHa, JOMAITHUIA apec, HOMEP IIKOJIbl, MECTO pabOThl pOJUTENEH, OOYI0 PYTryio
JIMYHYI0 UH(pOpMAIIHIO, & TaKKe AeMOHCTpUpoBath otorpacuu (cBou u cembr). OObSCHUTE, UTO
o000 YeJTOBEK MOXKET 3TO YBUAETh U MCIOJIb30BaTh B CBOMX LIENSX, 3a4aCTyI0 IPOTUBOIIPABHBIX U
aMOpPaJIbHBIX.

- ecyi Barn peGeHOK nostydaeT crnam (HexXenaTeIbHyIo IeKTPOHHYIO 10UTY), OObSICHUTE, U4TO He
HYKHO BEpUTb HAIIUCAHHOMY B TaKMX MMCbMax U HU B KOEM CJIy4yae He CJIelyeT OTBEYaTh Ha HUX.

- peOEHOK JI0JIKEH 3HaTh, UYTO HEJIb3sI OTKPBIBATh (DAMIIbI, IPUCIIAHHBIE HE3HAKOMBIMU JIIOJIbMHU,
IIOCKOJIbKY OHU MOTYT COIEPKaTh BUPYCHl WX (POTO-, BUIEOMATEPUAIbl HEIPUCTOMHOTO UJIH
arpeccuBHOrO coziepxkanusl. Jlaiite MoHATh peOeHKY, UTO HEKOTOphIe Jiloau B IHTepHEeTe MoryT
rOBOPUTH HENpaB/y U ObITh HE TEMH, 3a KOro ceOs BeiaoT. Hayunrte pebeHka npoBepsiTh BCe TO, YTO
OH BUJUT M ynTaeT B MIHTEepHeTE.

Pacckaxkute pebeHKy, uto B IHTEpHETE BCTPEYAIOTCSI M «XOPOIINE», U «IUIoXue» moau. O0bscHuTe,
MO0YeMY He CTOHT JJOOABJIATh «B JPYy3bs» HE3HAKOMBIX JIIOJEH — OHM MOTYT ObITh HE TEMH, 32 KOTO

© 2024 Cnencreennoe ynpasinenue CreactBeHHoro komurera Poceniickoit ®epepaniu mo OpeHOyprekoit odmactu

2/6



OdHuManbHLBIH caiiT

ClireJICTBEHHOE yIIpaBJICHHE
Cnencrsennoro komurtera Poccuiickoi Meyepanmm
no Opendyprckoii obnacTu

ce6s BoinatoT. [Ipenynpenute pebeHKa, 9ToOOB OH HA B KOEM CJIy4yae He COTJIAIalICs Ha BCTPEUU C
WHTepHeT-HE3HAKOMIIAMH B PealbHOM KU3HH, TIPEkK/IC YeM He MOCTABUT B M3BECTHOCTh Bac mim
OMM3KUX pojCTBeHHUKOB. [TocoBeTyiiTe emy o011aThcsi B VIHTEpHETE TOIBKO ¢ TEMH, C KEM OH JIMYHO
3HAKOM.

- IPeAOCTEPEruTe OT CKAUMBaHUs IUIATHOM MH(popMaluu, 0coOeHHO yepe3 sms. OObsCHUTE, oYeMy
HE CTOUT 0OpaIaTh BHUMaHUS Ha sipKue OaHHEePBl C COOOIEHUSIMUA O BBIUTPBIIIAX WM TPU3aXx.

- IOCTOSIHHO OOIIAMTECh CO CBOMMU JIEThbMH, PACCKa3bIBANTE U COBETYITE, KaK MMPABUJIbHO MOCTYIATh
U pearpoBaTh Ha JeUCTBUS Jpyrux mojeil B IHTepHere.

- HAy4uTe JeTel MPAaBWILHO pearupoBaTh, €CJIM UX KTO-TO OOUJIEN B CETH, WIN OHH
MOJTYYMJIN/HATOJIKHYJIMCh HA arPECCUBHBIA KOHTEHT, a TaK:Ke JI0OYI0 aMOPaIbHYI0 MH(OPMAIIHIO.
Pacckaxure, Ky/ia B OJJOOHOM CJTydae OHU MOTYT OOpaTUThCSL.

- ybeauTech, 9TO Ha KOMIBIOTEpPE, KOTOPHIM TOJIb3YIOTCS Barm 1etn, ycTaHOB/IEHB! ¥ IPaBHJIbHO
HACTPOEHBI Cpe/ICTBa (PUIIbTPALIUH.

Poaurenbckuil KOHTPOJIb — 3TO OrPaHUYEHHUE JI0CTYIIA IeTeH U MOAPOCTKOB K HEKEIAaTEIbHBIM
caiitam B MIHTepHeTe. PoauTeibCKuii KOHTPOJIb MOXKET HE TOJbKO OJOKMPOBATh JAOCTYI K TAKUM
caiiTaM, HO U OTpaHUYMBAaTh UCII0JIb30BaHUEe VIHTepHeTa o0 BpEMEHU CYTOK, AHAM HEAEIN WU
JJIMTENbHOCTH ceaHca. CyIecTByeT MHOKECTBO IPOrpaMM U (PUIBTPOB, CPEAN HUX:

AntuBupyc Kacrepckoro ¢ BO3MOKHOCTSMU POJUTEILCKOrO KOHTpoist — «Kaspersky Internet
Security»,

nporpamma-puibTp «NetPolice»,
nporpamma-puibtp «MutepHer Llenzop»,
(penepaspHas nporpaMma JeTCKOro UHTEpHeTa «I'orysb».

- IPUYYHUTE neTeﬁ, YTO OHHM JOJIXKHBI ITOCEIIATh TOJIBKO TE Caf/inI, KOTOpbIC B pa3peuiniiv, To €CTb
CO3HafITC IJId HUX TaK Ha3bIBAEMBIN «OeJIblii» CIIMCOK CAWTOB B I/IHTCPHCTC C IOMOIIbIO CPEACTB
POAUTEILCKOI'O KOHTPOJIA.

- HAy4HuTe Balllero peOeHKa yBaXXeHHUIO M STUKETY B rpoliecce rnojb3oBanus MutepHerom. [Tonpocure
peOeHKa He MPOBOIMPOBATh KOH(IMKTHBIE CUTYAllMM ¥ OTHOCUTBCS K APYTHM TI0JIb30BATENISIM TaK
e, KaK OH X0TeJ1 Obl, YTOObI OTHOCUJIUCH K HeMy camoMy. OOBSICHUTE, YTO HA IIPU KaKUX
00CTOATENBCTBAX HE CTOMT pa3MellaTh MPOBOKAIIMOHHBIA MaTepHUal M He PacpOCTPAHSATh 110 YbeHi-
160 npockde MH(POPMAIIMOHHBIE U arpeCCUBHO-HACTPOEHHbIe cooOmmeHus. Mugpopmanus,
BbUIO)KEHHAs1 B IHTepHeT, 10CcTyHa BCeM M MOKET ObITh UCIIOJb30BaHa B JTIOOBIX, B TOM YHCIIE,
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MOIIEHHUYECKUX LEJIAX.
[TpaBuia G6e30macHOro UHTEPHETA IS IeTel

- HIKOMY ¥ HMKOI'JIa He pasrjaiail cBou napoiau. OHM — TBOM I1aBHBIN cekperT. [Ipuaymaii cBoi
YHUKAJIbHbIN [IApOJib, O KOTOPOM HUKTO HE CMOKeT jaorajgarbcs. He 3anuceiBail napoau Ha
OyMaxKax, He XpaHH UX B OTKPHITOM jiocTyne. He oTnpas:isii cBou mapoiu Mo 3JeKTPOHHOM MOYTe.

- IIPY PETUCTpAlMY Ha CaliTax U B COLMAJIBHBIX CETSX CTApaicsl HE YKa3bIBaTh JIMYHYI0 MH(OPMALIUIO
(cBOM (haMmIIMIO, UMSI OTYECTBO, HOMEp TeseoHa, alpec MeCcTa JKUTEbCTBA, IIKOJIbl, MECTO paOOThI
poauTeNiel U Jpyroe) — OHa MOXKET ObITh JOCTYITHA BCEM, Ja’Ke TeM, KOTO Thl HE 3HAEIIIb!

- MOMHH, 4TO (poTorpadusi, pazMmellieHHas B IHTepHeTe JocTyIHa s mpocMoTpa BeceM. Crapaiicst
He pa3zmenarhb (oTo, Ha KOTOPHIX N300paXkeHa TBOSI CEMbsI, IIIKOJIA, JIOM U JIpyrye JIUIHbIC JTaHHBIC.

- HC BCTpC‘I&fICH C TEMHU, C KEM Thl 3HAKOMUIILCA JIMIIb B I/IHTCpHCTC.

- IOMHH, YTO MHOT'UEC JIIOAU PACCKA3bIBAIOT O ceOe B I/IHTepHCTC HEIIpaBay, B TOM YUCJIE CBEACHUSA O
BO3pacTe u IOJIOBOM IMPUHAIJICKHOCTH.

- B /IHTEepHeTe 1 COILMAIBHBIX CETSIX CTapaicsi OOIATHCS TOJIBKO C TEMH, C K€M Thl JIMYHO 3HAKOM.
[Momymaii 1 MOCOBETYHCS ¢ POAUTEIIAMH, ITPEk/ie YeM J0OaBUTh HE3HAKOMOT'O YesIoBeKa K ceOe B
CIIMICOK «JIpy3ei».

- HE UCTIONIb3Y BeO-Kamepy Ipy OOLIEHUH ¢ HE3HAKOMBIMU JIIDJbMHU, IOMHU O HEOOXOIUMOCTH
COXPaHSATh TUCTAHIMIO C HE3HAKOMIIAMH.

- yBakail codecenqHukoB B IHTepHeTe. Hukoraa u HY rpu Kakux oOCTOSATENbCTBAX HE yrpoKal
APYrUM, HEe pa3Meliail arpecCUBHBIN U TPOBOKAIIMOHHBIN MaTepuat. Byns npyxemobdeH. He rpyow.

- He BCTyMail B HE3HAKOMbIe COOOIIECTBA M HE PACIIPOCTPAHSN MO Y4el-T1udo0 nmpocroe
UH(pOPMAIMOHHbIE, TPOBOKAIIMOHHbIE M arPEeCCUBHO-HACTPOCHHbBIE MAaTePHAJIbl M COOOIIEHHS.

- HE BCe, YTO Thl MOXeIllb IPOYECTb WM YBUIETh B UHTEpHETE — NpaBaa. He jeHuck u nepenposepsi
MH(OPMALIMIO B APYTUX MOMCKOBBIX CUCTEMAX UM CIIPOCH y POJAUTENIEH.

- IOMHH, 4TO CYHICCTBYIOT CafITbI, HEMMPEIHA3HAYCHHBIC IJIA )I@Tefl, HE 3aX0J1 Ha CalThI «JId TEX,
KTO crapiue 18 er», Ha HelpUJIMYHbIE ¥ arpeCCUBHO HACTPOEHHBIE cailThl. Ecii Thl OMas Ha Takoi
CAWiT MO CChUIKE, 3aKpOoil CBOM Opay3ep, UCHob3ys KiaBuiny “ctrl+alt+delete”.

- paccKaxu BCe, YTO Thl YBUJIEJI, BBLyU/J WIM Y3HAJI HOBOTO B3pocjaoMy. JOBEpPsii CBOUM POJUTEIISAM,
MIOCKOJIBKY TOJIbKO OHM CMOT'YT IIOMOYb B TPYAHOW CUTYallMH.
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- HUKOI'Ja He YKa3blBall CBOM HOMep TeJie(poHa UM JIEKTPOHHBIN aJipec, He OTIIPABJISIH C HETO CMC-
coo0I1eHHs Ha He3HaKoMble Homepa B MIHTepHete. Ecim Tebe npuiio coodiieHre ¢ He3HaKoMOro
ajipeca, ero Jiy4uie He OTKpPbIBATh.

- ecyii Tebe MOKa3aI0Ch, YTO TBOM JPY3bsi OTIIPABIISIOT TeOe «CTPaHHYI0» MH(POPMALUIO W
IIPOrpaMMBbl, EPECIIPOCH Y HUX, OTHPABJISIIN JIM OHU TeOe Kakue-1uoo (aitbl. MIHOrAa MOIeHHUKH
MOTYT JI€ICTBOBaTh OT UMEHU UYKHUX JIOAEH, B TOM YMCIIE TBOUX APY3€il U POACTBEHHUKOB.

- €CJIU THI XOYelllb KynuTh B IHTEpHETE KaKyo-11u00 YCIyTry Win Urpy, oOpaTuch K B3pociomy. OH
MOZICKaXeT Tede, Kak n30exkaTh MOIIEHHINYECTBA.

- He 3arpyskaii (aiisibl, IpOrpaMmbl WIIM MY3bIKY O€3 COrIacusi B3pOCIIbIX — OHU MOTYT COJepKaTh
BUPYCHI U IPUYUHAT BPeJl KOMIIBIOTEDY.

Yro nenath, eciiu peOeHOK BCe JKe CTOJKHYJICS ¢ KAKUMU-JTMOO pUCKaMU

Y craHOBUTE MOJIOKUTETbHBINA SMOIMOHATBHBIA KOHTAKT ¢ peOSHKOM, PACIIONIOKHUTE €ro K pasroBopy
0 TOM, YTO CIIy4MJIOCh. PacckaxkuTe, 4To BBl 0OECIIOKOCHBI TEM, YTO C HUM IPOUCXOIUT. PeGeHOK
HOJIZKEH BaM JOBEPATH U 3HATh, YTO Bbl XOTHUTE pa3o6paTLc;1 B CUTyallUu U IIOMOYb €MY, 4 HE
HaKa3aTb.

HOCTapaﬁTCCL BHUMATECJIbHO BBICTTYIIATh pacCKa3 pe6eHKa O IPOU3O0UICAIIEM, YTOOBI IIOHATH
HACKOJIbKO CEPLE3HO CIIYUMBHICECSA MOIJIO ITOBJIMATL HAa HETO.

Ecnu peGeHOK paccTpoeH 4eM-TO YBUICHHBIM (HarpuMep, KTO-TO B3JI0MaJl €ro Mpoguib B
COLIMAJIbHOW CETH) WJIU NOMaJ B HEMIPUATHYIO CUTYaILMIO (OTPaTWII Ballli UM CBOU JIEHbIU B
pe3yJIbTaTe NHTEPHET-MOILLIEHHUYECTBA U [TPOYee) — OCTAPAUTECh €T0 YCIIOKOUTh. BmecTe ¢ HUM
pa30epHTech B CUTYallMH: YTO IPUBEJIO K JAHHOMY Pe3yJIbTaTy, KaKre HeBepHbIE EHCTBUS
COBEpILWI caM peOEHOK, a I7ie BBl He paccKa3aiyd eMy o IpaBujax OezonacHocTu B VIHTepHeTe.
[TpoBeauTe «paboTy HaJ OUMOKAMU» M OObSCHUTE PeOEHKY, KaK 00e30MacuTh ce0sl OT HeraTUBHBIX
(paxTopoB NHTEpHETA.

Ecnu cutyanms cBsizaHa ¢ HacuiveM B VIHTepHETe 1o OTHOIIEHHIO K peOeHKY, TO HEOOXOAUMO
BBISICHUTh MH(OPMALIMIO 00 arpeccope, BBISICHUTh HCTOPHIO B3aMMOOTHOILICHUI peOeHKa 1
arpeccopa, BbISICHUTD CYILIECTBYET JIM JOTOBOPEHHOCTh O BCTpeYe B PEaIbHOM KU3HU; Y3HATH ObUIN
JIM TaKMe BCTPEUM U YTO M3BECTHO arpeccopy o pebeHke (peajbHoe uMsl, hamMuius, aapec, TeaedoH,
HOMED IIKOJIBI ¥ TOMY NOA0OHOE), )KECTKO HacTauBaiTe Ha N30eraHiK BCTPeU C HE3HAKOMIIAMU,
0co0eHHO 0e3 cBU/IeTeIe!, POBEPhTE BCE HOBbIE KOHTAKTHl peOeHKa 3a MOC/IeAHEee BpeMsl.

CobGepure HanboJIee TIOTHYI0 MH(GOPMALHIO O MTPOUCIIECTBUH KaK CO CJIOB peOeHKa, TaK M C
MOMOIIBIO TEXHMUECKUX CPEJCTB: 3aiJUTe HA CTPAHUIIBI CaiiTa, Iie ObUT Balll peOEHOK, MOCMOTPUTE
CIHCOK €ro apy3ei, mpoutute cooOmmeHus. [Ipu HeoOX0AMMOCTH CKONUPYITE M COXPaHUTE ITY
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MH(MOPMALIMIO — B JAIILHEHIIIEM 3TO MOKET BaM MPUTOUTLCS (HAIIprMep, sl OOpalieHus B
MIPaBOOX PAHUTEJIbHBIE OPTaHbl).

Ecnv BBl He yBepeHBI B OIIEHKE CEPbEe3HOCTH MTPOM3OIIEAIIETO C BalllUM peOEHKOM, WK OH
HEOOCTATOYHO OTKPOBCHCH (H€ IroTOB UATU Ha KOHTaKT), HJIX BBl HC 3HACTE KaK IIOCTYIIUTH B HaHHOﬁ
CUTYaIl1 — OOpaTHTECh K CrienraIncTaM (TesiepoH JoBepusl, Topstyasi JIMHUS U ipyroe). Bam nanyT
PEKOMEHJIAIUY O TOM, KyJia ¥ B Kakoi (popme oOpaTUThCS, eci TpeOyeTcsl BMeIaTeIbCTBO JPYTrUX
CJIy’KO M OpraHU3alvii, B TOM YHCJIe IPAaBOOX PAHUTEIbHBIX OPraHOB.

«TenedoH noBepusi» cieaCTBEHHOro ynpasieHus: 8 (3532) 34-36-26 (KpyriaoCcyTO4HO);

- «PebeHOK B omacHOCTH»: JUIs kuTelen ropoga Openoypra: 123, ans xureneit oonactu: +7 (922)
828-76-02

Kpome toro, Bel MoxkeTe ocTaBUTh CBOE 0OpalieHre B O(pUIHMAIBHON IpyIIe CJIeICTBEHHOTO
ylpaBJieHUs B colMaibHbIX ceTsAXx «BKoHTakte» no agpecy - https://vk.com/orensledcom.

21 Hions 2019

Aodpec cmpanuypr: https://oren.sledcom.ru/news/item/1366566/folder/1048783
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